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- MludpyiiTe TEKCT ¥ 0€30MaCHO OTIIPABISUTE €ro APY3bIM U POACTBEHHUKAM. -
HacrtpoiiTe mmppoBanue u 0€30IacHYIO JOCTaBKYy. - He TpebyeTcs HU K104, HU
MacCTep-mapoiib. - CKPHITh BCI0 KOHPHUOEHIIMAIbHYI0 HHPOpMaLuio. - HeT XKypHana
3amudppoBaHHbIX KOmoB - BE3 KJITFOYA, BE3 MACTEP-TTAPOJIA - [IoKOHYHUTE C
OecmokoicTBOM 0 be3onacHoCTs B MHTEpHETE UMEET IIEPBOCTEIIEHHOE 3HAUYEHHE,
IIOCKOJIBKY OTIACHOCTH TaSTCS IO BCei MHGOPMAIMOHHOK CyIlepMarucTpany. Jlaxe
COOOIIIeHUST HYKIAIOTCS B 3aIlIUTE, X B 3TOM CJIy4ae MPOCTHIE IIPUI0KEHMS, TaKUe
Kak CryptoLock, MOTyT IMOMOYb 3aIIUTUTh COOOIIEHNWE C IIOMOIIIBI0 HAfIeXKHOT0
anropuT™Ma, KOTOPHIM TpeldyeT pacmu@poBKY Ha APYroM KOHIIE, YTOOBI €r0 MOXKHO
OBLIIO IPOYNTAaTh. Bu3yanbHbIM QU3alH U IPEUMYIIeCTBa IOPTaTUBHOCTH OOHUM U3
OCHOBHBIX IPEUMYILECTB SBISETCSI BO3MOXKHOCTh HOCUTh IIpuIoxeHrue Ha USB-
HaKOIIUTEeJIe OIS UCIIOIb30BaHUs Ha APYTIUX KOMIIBIOTEpaX, KpoMe CBOEro
coOCTBEHHOT0. boree TOro, Bh TaKKe MOXKETe HCII0Ib30BaTh €T0 Ha Pa3HBIX
nmaT@gopMax, 0COOEHHO IMTOTOMY, YTO OH CO3[aH [Jisi PabOTH B Cpe[ie BHIIIOTHEHU S
Java, koTopas mosKHa OBITH YaCThIO 1IEJIEBOT0 KOMITbIOTEPA OIS 00eCIedeHU s
(YHKIIMOHATbHOCTH. BU3yanbHBIM OU3alH YIPOIIEeH, BCe PYHKIHNHU 3aK/II0UYEHH B
KJIaCCUYEeCKYyI0 OKOHHYIO PaMy, @ YeTKHE TEru OMMUCaHMs, OTHOCSIINECS KO BCEM
IOJIIM TpeOOBaHUM, TO3BOJISIOT KaK HOBUYKAM, TaK ¥ HEOIILITHHIM JIIO[ISIM OBICTPO
OCBOMTHCS. XOPOIIIO, HO JaJleKo He IpodeccroHasn Brl meliCTBUTEIPHO HE MOXKETE



paboTaTh C MOOKMHU (alinaMu. BMECTO 3TOr0 OCHOBHOUM (DYHKITMEH MPUIIOXKEHUS
SBJIsIeTCSI 00pab0TKa MHTEPECYIOIIEN TEKCTOBOM CTPOKHU, KOTOPYIO HEOOXOOHUMO
BCTABUTD B CIIEI[MAIIbHOE T0JIe. ICTETHKA 3[IeCh He MMPUBUJIETHS, BECh TEKCT
YHUTAEeTCs B HepOPpMaTUPOBAHHOM CTHIJIE, @ 3aIIH(PPOBAHHBINA KOJl TOCTABISIETCS
TaKUM Ke 00pa3oM, 4TO aeT BaM CBOOOMY BHITIOJHATH II00bIe BU3YyalbHbIE
HaCTPOMKH B I1eJIeBOM pefakTope. B oTnudre oT 60JIbIIMHCTBA TOTOOHEIX
npunoxenuui, CryptoLock He TpeOyeT Kmtoda 6€30IacHOCTH AJIis MKGPOBAHUS
cOOOITeHNs. ITO TaKXKe 03HAYAeT, YTO IIOIyUaTeNo He TpeOyeTcs K04, I03TOMY
BHI [TOJIZKHBI OBITH YBEPEHHI, UTO 3HAETEe, KTO IOoIydaeT coobileHue. ITpocTo
BCTaBbTE 3alI(PPOBAHHBIN KOI ¥ HAXXKMUTE KHOIKY 1ieJIeBOM QYHKIIUK, YTOOBI
TEKCT BEPHYJICS B UCXOMHYI0 hopMy. ITomBeCTH UTOT YUUTHIBAS BCE
00CTOSITENILCTBA, MBI ITPUXOOUM K BEIBOTY, UTO CryptoLock — 3To mpocTo#t MeToq
OTIIPABKU OCMEICJIEHHEIX COOOIIEHUH C ITOMOIILI0 0€30TIaCHBIX CPEICTB.
[TncdpoBaTh TEKCT MOBOJILHO IIPOCTO, HO 0€3 BapHaHTOB BEIOOpa anropuTtMa. bes
IIapaMeTPOB XKypHasla WK KiIo4a IupoBaHus CBSI3b C 3TUM METOLOM
0e30IIaCHOCTH IIO-TIPexXHEMY TPeOyeT, YTOOL BBl BHUMATEILHO CIEIUIN 3a
HeaBTOPHM30BaHHKIMU nullaMu. OCHOBHEIE XapakTepuctuku CryptoLock:
[TompmepkKa MOAMKUCH U IMU(PPOBAHUS 37I€KTPOHHOM IIOYTHI IIPU OTIIPABKE
coob1enuit yepe3 MHTEPHET.
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CryptoLock — 3T0 mpocToe mpunoxeHue Ojas oOMeHa COOOIMEHUIMH, KOTOPOe
II03BOJISIET OTHPABIIATE O€30MacHble, HO YATaeEMbIe TEKCTOBBIE COOOIIEHNS OPYTUM
moaaM. X0TS 3TO MOXKET ITI0Ka3aThCs KPYTOU UAEeel, OHa CONpPsXKeHa C PUCKOM,
II03TOMY YOEIUTECh, YTO BH TOYHO 3HAeTe, KOMY OTIIPAaBIIsieTe COOOIIEHUS.
[TpunoxeHnue paboTaeT MOBOJIBHO IMPocTO. OTCIofa BBl IPOCTO BCTABIISIETE
TEKCTOBOE CO00IIeHNe U HaXKMMaeTe KHOIKY 11eJIeBOM (QPYHKIIMM. JTa Ollepalus
mudpyeT coolIreHne, 0oOaBIsAsI HECKOIBKO CTPOK TEKCTa B (popMare,
COOTBETCTBYIOIIEM HeoOX0OuMOMY LI poBaHuio. [TomydaTens MOXKET JIETKO
paciu@poBaTh 3TO CO00IIeHNEe, BCTABUB TOYHHIM KO ¥ MPOCTO HaXaB LIeJIEBYI0
GYHKLIHIO. OTO Pa3bIOKUPYET UCXOOHBIM TEKCT, KOTOPHIA 3aTEM MOXKHO BU3yallbHO
pemaKTUPOBaTh JTI0OBIM KejlaeMbIM 00pa3oM. AHAIOTUYHOE IIPOrpaMMHOe
oOecrieuenne: Hu {1 KOTO HE CEKPET, YTO 3JIEKTPOHHAS II0YTa KU3HEHHO BaXKHa
n1s Ou3Heca. 9TO TO, KaK MHI 001IaeMCs, ¥ 3TO TaKXKe METO[ Ilepefadyu
KOMMep4YeCKou TaHbl. OHaKO UHOTTIa [eJIOBble 3JIEKTPOHHEIE ITHMChMa
IIepexBaTHBalOTCs, 0c00eHHO UT-iepconanoMm. BoT mouyeMy KpaliHe BaxKHO
MCII0Ib30BaTh MHU(PPOBaHKeE, ITOCKOIIBKY IPEONPUATHSIM U OPraHu3alusIM
TpeOyeTcs peryasgpHas MpakKTHUKa O 3alUThl KOHPHUIeHINATbHEIX JaHHBIX OT
IIOCTOPOHHUX I'ma3. becnmaTHel nporpaMMHubd nakeT OSTechCrypt — aT0 uMeHHO
TO, YTO BaM HYZKHO, ¥ IIPY 9TOM OH OOCTATOYHO HafleXKeH [JIS BallluX HYXKI.



Onucanne OSTechCrypt: OSTechCrypt — aTo nmpunoxenre nmpoheCcCuOHaIbHOTO
YPOBHS, KOTOpPOe obecreuynBaeT 0€30MacCHBI 00MEH COOOIIEHUSIMH T10
3JIEKTPOHHOM I0YTe. OTO OTIUYHBLIN BEIOOD [JIs IPEOIPUITHM, KOTOPEIM TPedyeTcs
HagexXHas TEXHOJIOTUS IMU(PPOBaHUS C TAaKUMU QYHKIUSIMH, KakK Mu(poBaHue
TEKCTa, IMu(ppoBaHKe ayauo 1 00MeH MTHOBEHHBIMU COOOIEeHUIMU. TeM He MeHee,
Onmarogaps TakuM (QyHKIHSAM, KaK IIOJTHOE IIH(PPOBaHUE COIEPKUMOTO
n300paxkeHus, 3allliTa MapoJjieM U JOCTYIIHOCTb CETHU, Bbl MOXKETE NOBEPSATH
OSTechCrypt B o0ecnedyernnu 0€30IMaCHOCTY BCeX BaXKHLIX TAHHLIX, IIO3BOJISISI BaM C
JIETKOCTHIO YIIPABISATh CBOEU CEThIO M 3JIEKTPOHHOU Mo4YTOU. OOHO [eI0 UMETh
BO3MOKHOCTD OTIIPABJISATh TEKCTOBEE COOOIIEHUS, HO €CJI BBl TOPTYETE
KOH(MUOEHIIMaIbHOU NH(POPMallel, BaM HYKHO 00€CIIEYUTh €€ 3alUTy OT
oCcTOpOHHUX rina3 UT-nepcoHana, 4to u npeanaraeT Bam OSTechCrypt. Kak
IIporpaMMHoOe obecriedueHue [yt 00OMeHa TEKCTOBEHIMU COOOIIEHUSIMHU, ¥ HETO €CTh
CBOM HEMIOCTATKHU, HO TOT (DAKT, YTO IIPOrpaMMHOe 00ecClieyeHre TaKKe UMeeT
GbyHKIMY KH(pPOBAHMUSI ayaruo U n300paKeHul, 03HAa4YaeT, YTO OHO CTAHOBUTCS
ropa3go 6osee HafieXKHBIM BEIOOPOM [1Jist 6€30I1aCHOM CBSI3M I10 3JIeKTPOHHOM
nmouTte. OSTechCrypt TakXKe moamepKuBaeT CUIIbHOE MU(PPOBAaHUE, B TOM YHUCIIE
pacimupeHHb cTangapT mudpoBanusd (AES), KOTOPBIM SBASETCS OTHUM U3
JYYIIUX IPOTOKOJIOB, IIPeaiaraeMbIX IIPOrPaMMHEIM o0ecIiedeHreM A oOMeHa
coobmenusmu. OSTechCrypt XopoI10 cpaBHUBAETCS C APYTUM IPOrPaMMHBIM
o0ecrieueHneM, U HEYOIUBUTENBHO, YTO OH MOIYYMJI XKeIaHHYyI0 Harpagy «Brioop
pemakuu» OoT XKypHajia PC Magazine. 1eaed4ebc0
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CryptoLock — 3TO 3allluTHOE MPHUIIOXKEHKE, KOTOPOe MOXKHO MCI0Ib30BaTh [JIS
OTIIPaBKU BLICOKO3AIUIIEHHBIX TEKCTOBBIX COOOIIEHNH, TaKe eCIIH IoJTydaTelb He
YCTaHOBUJI IIPOTPaMMy Ha CBOM KoMmmbioTep. OH paboTaet, mudpys cooOIeHue, a
3aTeM pPaclIi(ppPOBLEIBas €ro Ha CTOPOHE IoJIy4YaTess. DTO JOBOJIBHO IIPOCTOM
CIIoco0 OTIIPaBKM COOOIeHN 0e3 UCII0Ib30BAHUS JOPOrOCTOSIINX CPEACTB.
Assassin’s Creed: Syndicate — 3T0 IpUKBeJ K OpUTHHAIBHOU UTPE, NeNUCTBHUE
KOTOpPOro mpoucxonut 3a 30 yieT mo nepBoi YacTu. I'maBHLIM repoi — JKenKoO
®paui, moTomMoK [JecMoHma Marnsa u Kapna JInaHes. X HCTOpUS OXBaThHIBAET
HECKOJIbKO 3eMeJIb U 3aCTaBUT BacC IMyTellecTBOBaTh 10 EBpomne, CeBepHOU
Amepuke u Adppuke. OguH U3 Iy4YIINX CIIOCOO0B UrpaTh B Assassin’s Creed:
Syndicate — 3T0 BeIOpaTh OOWH K3 YETHIPEX BO3MOXKHBIX MapIIPyTOB IIEPCOHaXa U
B3aMMOJIECTBOBATh C OKpYyXKarIiei cpeqoi. Kpome Toro, Bel TakKXKe MOXKeETe
BLIOpaTh pPa3muyYHOe OPYXKHUeE, BKIII0Yas apOalneT, CHaulePCKYI0 BUHTOBKY U MHOT0€
npyroe. He cTecHSWTECh UCIIOIb30BaTh UX, TaK KaK OHU HE TOJIBKO IIOJIE3HH B
pa3Hble MOMEHTHI UTPHI, HO ¥ HaloT OOHYCH. B 4aCTHOCTH, MUCTOJIETH 3aCTaBsAT Bac
IIOYYBCTBOBATh Cce0s HacToSAIIKM yOuiinei. Mctopus Assassin’s Creed: Syndicate
IOBOJILHO IIPOCTA, U €€ IIeJIbI0 SIBISETCS MOJIOKUThH KOHEI] IIPABJIEHUI0 TaMIIJINEDPOB.
Bam nmpupmeTcs B3710MaTh COTOBBEIE TeIe()OHHI 37101 OPraHU3allly, YTOOHI
130aBUTHCS OT HUX U cOexkaTh u3 JIoHmoHa. Ha camoM fesie 9To JOBOJIBHO IIPOCTas



MCTOPHS, TaK KaK CIOKETHas TUHUS UTPHI OyIeT pa3fesieHa Ha HECKOJIBKO
OCHOBHBIX IEMCTBUM, KaK U B IIEPBOY YacCTH. B 9TOM IpuKBesie BH OyaeTe UrpaTh 3a
IxerikoOa ®pasi, KOTOPOMY IIPEICTOUT BLIOMPATh MEXOY TPEMS Pa3HBIMU
CIOXKETHBIMHU JTMHUAMU. KaxXaas CloKeTHas JIMHUSA OTJIMYaeTCs, CO CBOUMHU LeJIIMU.
KaxXbl U3 HUX COOEPXKUT HECKOJIBKO MECT, Te BBl MOXKETE BBIIIOJIHATL HECKOJIBKO
OEeNCTBUM, BKIIOYass MUCCHUHU, IIOUCKKU COKPOBHUII, YOHICTBA 1 MHOTO€ IPyroe. ITo
HaeT UTPOKY BO3MOXKHOCTh ITIOMOYb HECKOIBKUM JIIOASM U Y3HATh YTO-TO 00 HUX
TSXKeJIOM IOJI0KeHUU. HeKOTOPHIX U3 HUX BBl MOXKETE HAUTHU Ha yJIUllaxX UJIHA B
cBoel KaMepe. Bel MoxkeTe MO0 BHIMOMHUTE UX 3afaHus, 1100 yOuTh ux.Bel
MOKeTe JesaTh 9T0 0e3 KaKux-mubo OrpaHu4YeHn, TaK KakK B UTPY MOXKHO UI'PaTh
CKPBLITHO UJIM B CBOEM COOCTBeHHOM TeMIie. OqHAKO OIMMOKY MOTYT MeNIaTh UTPOKY
B ONpenesleHHbBle MOMEHTHI UTPhI. DTO MOXKET BK/II0YaTh 3aBHUCaHUE Balllero
IIepCoOHaXKa ud HeoXHUIaHHOe 3aBepilneHune urpkl. [IpobdieMa yCcTpaHsIeTCS
IIepe3anyCcKoM UTPHL, ¥ ee MOXKHO u30exkKaTh, CIIeys COBeTaM, BKIIIOUEHHBEIM B
(daiin readme urpel. Urpast B 9Ty Urpy, BHI
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CryptoLock — 3T0 mpocTas B UCIIOTb30BaHUHU IIpOrpaMMa MudPOBaHUA, KOTOpas
II03BOJISIET MKUGPOBATh ¥ pPacinbPOBEIBATh TEKCTOBEIE CO00IIeHusI. Korga BhI
OTIpaBiisieTe cBoe coolienue B CryptoLock, oHO pacii@poBLIBaeT COODOIIEHNE U
BO3BpalllaeT ero Ha Ballly 371eKTPOHHYIO IOYTY WU B AMUK ANIST SMS-co0011eHnH.
BaMm HY>KHO TOJBKO BBECTHU HapoIbHYIO Pppa3y. Kak 370 paboTaet: OTKpouTe
CryptoLock u BBeguTe coobiienue. Bam OymeT npeniokeHo BBECTH apPOIbHYIO
¢pa3y. CocTaBbTe 3TO, KaK Bhl XOTUTE. Temneps BBEOUTE CBOE COOOIIEHNE U
HaXKMHUTE KHOMIKY 3amudpoBaTh coo0meHne. Bam OymeT nMpeanoxkeHo BBECTH
IIapoIbHYIO Qpaly. BBemguTe 3T0 B mM0JIe, ¥ OHO OymeT 3amudpoBaHo.
Hanmomunanue: CryptoLock momkeH umMeTh BO3MOXKHOCTh paciIngpoBaTh Ballle
cooO1IeHne. BoT moueMy BaM HYKHO BBECTH (hpa3y-apoiib, KOTOPYIO BhI COENallH,
yTOORI 3amuppoBath coobmenne. Oyukiuu: * [lludpoanue * [lemudppoBanue *
Kmiou He Tpebyetcs * Ucnonw3yeT Java Runtime Environment * [IpoctoTa B
1Cronb30BaHuu * bricTpoTta * [TopTaTuBHOCTE * YIOOHBIN HHCTPYMEHT 0030D
KpunTtobnmokupoBKu oT PhilipViu ITpekpaTuTte oTnpaBiasaTe KOHGUOEHIIMAILHYIO U
KOH(UOeHIMaIbHYI0 HHPOPMaLIUIO JIIOAAM, KOTOPEIE He 3aCllyKUBAT AOBEPUS U
He 3alnuinensl. Mcnonb3yute Cryptolock, MHCTpyMEHT, IpefHa3HaYE€HHBIN 15
M1 pPoBaHus U pacnPoBKU coobmenuii u gannos. [HudpyrTe cooOIMEHNS U
(daunel, TakKve Kak 1300paxkeHus, JOKYMEHTH U JaxKe KOH(UOEeHIMaIbHYI0
MH(POPMAIMIO, TaKyI0 KaK apojid, KOTOPhIE 3aTeM OTIPAaBIIATCI yepe3 UHTepHeT
BEIOPAHHOMY BaMM YeJIOBEKY. ITOT UHCTPYMEHT pabdoTaeT C TI00BIM KOMIIBIOTEPOM
1 He TpeOyeT YyCTaHOBKU IIPOrpaMMHOr0 obecredueHnus. Bce, 4To eMy HYKHO, 3TO



7moruH U Kimou mudposanus. CryptoLock codeTaeT B cebe mudpoBanue 1 yOOOHBIH
nHTepGhelC B OMHOM MHCTPYMEHTE. DTO OTIMYHO IOAXOOUT [JIs TIF000T0
II0JIb30BATENIST, KOTOPHIM HUINET IPOCTOM CIIOCO0 3allUTHUTh KOHPUOEHITNATbHYIO
nHopManuio. Cryptolock — 3T0 UHCTPYMEHT, KOTOPHIU IIUPPYET U
pacingpoBLIBAeT CO00IeHus U ¢paunsl. Mcnons3oBats Cryptolock HaCTOIBKO
IIPOCTO, HACKOIBKO 3TO BO3MOXKHO. He TpeOyeTcs ycTaHOBKa MPOrPaMMHOTO
o0ecliedueHus UM CepUUHbIe KTI04Yn. [101b30BaTeNi0 Hy2KHO TOIBKO BBECTHU
YHUKAaJIbHOE UM [JId BXOa U IIPOCTOU TEKCTOBLIM I1apoJib. [Ipoiiecc HaCTOIBKO
IIPOCT, YTO AazKe HOBHYOK MOXKET UCIONb30BaThk Cryptolock. ITocne Toro, kak
cooOlleHre OTIIPaBiIeHo ¢ momoibio Cryptolock, oHO pacimudpoBEBaeTCS 00PATHO
B UCXOOHYIO (OPMYy ¥ MOXKET OBITh TPOCMOTPEHO UIX OTPETAaKTHPOBAHO
nony4aTeneM.HukTo He cMOXKeT pacmndpoBaTh UM IPOCMOTPETH Ballle
3ammdppoBaHHOE coobileHue ¢ momoIsio Cryptolock. CryptoLock — 3T0
IIPUI0KEHNE, KOTOPOE ITO3BOJISIET OTIPABIIATh 3aIIu(DPOBAHHEIE
He3amudpoBaHHEE COOOIIEHUS TI000MYy, KOTO BEI BEIOepeTe. Brl MoxkeTe
OTIPABIIATH 3aMu(pPoBaHHBIE COOOIIEHNS UK 3alIM(POBAHHLIE BI0XKEHUS
KOHTAKTaM I10 3JIEKTPOHHOM II0YTe, B TEKCTOBBIX COOOIIEHUSAX WU JaXKe Yepel
MHTepHeT-0pay3ep, UCIOb3ys 3aln(POBaHHEIN TPOTOKOJI, U3BECTHHIM KaK Secure
Sockets Layer. [IpunoxeHne TakxKe IMO3BOJISAET PacIIn(POBLEIBATE 3alllM(PPOBaHHLIE
CcOO0O0IIeHus [JIs OBICTPOro MmoucKa. KpHUmnToiok aTo



System Requirements For CryptoLock:

Windows 7/8/10 64-6utHas Intel® Core™ i5-3570 unu AMD Phenom II X6 1075T 4
I'b O3Y 20 I'b cBobogHOr0 MecTa Ha AucKe BugeokapTa, coBmectuMasi ¢ DirectX
9.0c Windows Live, npourpeiBatens Windows Media, Skype unu Microsoft Office
2011, 2013. Ina monp3oBatenern AMD: I'padpudeckas KapTa, COBMECTHUMAS C
DirectX® 9.0c. MuHuManbHbEIe cucTeMHBIe TpeboBanus miasgs Windows 8/10:
Windows® 8 64-pa3psagHas Intel® Core™ s
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