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The Princeton group has written a number of election security white papers with recommendations on
what the voting community should do to resist attacks, most of which can be found here. The first one |
saw was a May 2012 report that suggests a two-pronged solution: we should use encrypted paper
records, because theyre private and hard to hack, and we should create a huge storage space in a
highly secure location, so that when tampering with votes is discovered, they dont spread to other
jurisdictions. Paper records are hard to hack because theyre designed to be a wedge between the voter
and the vote. They rarely produce direct results and in most cases, they cant be duplicated or
reimagined to be different. Paper records are a very effective cipher: anyone copying the ballots to a
voter would need to know that exact pattern of holes and the order in which they were punched, and
would therefore need to know someone elsewho has been given the exact set of instructions. Few
people have the skills to punch a ballot; some of them are required to punch the ballots, so to do that
you have to know where the holes are already, and what the instructions are. Its all well and good to
talk about the large-scale hacking of an election. The correct response is a defensive one, not the sort
of passive complacency that is so soothing to democracy. When she was in the Senate, Senator Al
Franken, was on to the fact that the Conservative Express was hacking voters in Minnesota. It also
occurred to Aloy that a machine might benefit if it could figure out for itself what was going on in the
world. She advocated for the development of special machines that could self-learn. The initiative was
codified into U.S. law in the 2017 National Defense Authorization Act, which among other things
established the Defense Innovation Unit Experimental (DIUX), and required the Secretary of Defense to
establish a new Office of Autonomous Systems to lead. These new machines would be known as Neural
Net agents, and while they would all be run on the same standard interface, they would each have
different cores. The idea was to let the bots discover new applications on their own.
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Felten and his hacker
posse would begin each
day with a 6:30 a.m.
breakfast meeting and
plan the day. For his
team of programmers,
Felten called the
attackers Red and Blue,
after colors of the Los
Angeles Dodgers. After a
night of drinking, they
would convene at the
hackers house to watch
the Dodgers game, eat,
and continue to the day.
A typical evening would




start with a college
basketball game, the
New Jersey Nets vs.
Indiana Pacers, then a
couple of beers in the
living room, and onto the
game again, with the
hackers trailing more
closely behind the
playoffs. A typical day
during the summer of
1998 included one where
they arrived at 7:30 In
the morning, ate
breakfast, and met at
their office at 8, then
from 10 to 6:30, worked
on the attack, six hours a




day, five days a week.
The researchers linked
Texas elections offices to
the World Wide Web for
just over a year. You only
need to be in the office
for a few days, Felten
told me, and you can
learn how vulnerable
everything is. We gave
the people responsible
for voting machines
overnight access to the
machines, he continued,
for about a month. The
devices work in a way
that gives them the
ability to, iIf someone




wants to, change a vote.
And thats nothing.
Anything is possible. In
the end, what we found
out, yeah we [the
Princeton group] were
able to change a vote,
they were able to decrypt
all the passwords, they
were able to change the
ballots, they were able to
change the punch cards,
to change the software,
they were even able to
put their own software
on. But, then, once that
was done, the machines
couldnt be restored to




their original states. The
paper trails, Felten says,
left no paper trail.
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